Ipunoxenue Ne 1.
IMamsaTKa 19 o0y4yarommxcs 00 MHPOPMALMOHHOKH 0€30MaCHOCTH JeTeil

HEJIb341

Bcem moapsin coobmiate CBOIO 4acTHYHO HHGPOPMALHIO (HACTOSIIHE UMs, (aMUIIHIO,
TenedoH, afapec, HoMep IIKOJIbI, a Takke (GoTorpaduu CBOM, CBOEH CEMBbU U JIpy3ei);

2. OTKpBIBaTh BIOXEHHBIE (DAMITBI 3JIEKTPOHHOM MOYTHI, KOT/1a HE 3HACIIh OTIIPABUTEIS,

3. I'pyOuts, mpuauparbes, OKa3bIBaTh AaBICHUE — BECTH Ce0sI HEBEIKIIMBO M arpeCCUBHO;

4. He pacnopsbkaiicsi JIeHbIaMH TBOEM cemMbu 0€3 paspelieHusi CTapliux — BCerja
CIIpAIIMBAN POAUTEIICH;

5. He Bcrpeuaiicss ¢ WHTEpHET-3HAKOMBIMH B pEAJbHOW J>KM3HU — IIOCOBETYHCS CO
B3pPOCIIBIM, KOTOPOMY JOBEPSEUIb.

OCTOPOXHO

1. He Bce nmumyt npaBay. Yurtaems o cebe HenpaBay B MHTepHeTe — cooOum 06 3TOM
CBOMM POJUTENSM WM ONIEKYHaM;

2. IlpurnamaroT nepenuchiBaThCs, UTPaTh, 0OMEHUBATHCS — MPOBEPDH, HET JIH MOJABOXA;

3. Hesakonnoe konupoBanue ¢aitioB B IHTEpHETE — BOPOBCTBO;

4. Bceraa pacckasbiBaii B3pOCIbIM O MPoOJieMax B CETH — OHU BCETa TOMOTYT;

5. Ucnonb3yil HacTpoiliku O€30MacCHOCTH W MPUBATHOCTHU, UYTOOBI HE MOTEPATH CBOU
AKKaYHTBI B COLMAIBHBIX CETSAX U APYTUX MOpTaIaX.

MOXHO

1. VBaxail 1pyrux noyib30BarTenei;

2. Tlonp3yeurbcsi MHTEPHET-UCTOYHUKOM — JIeJIail CCHUIKY Ha HETO;

3. OTKpbIBail TOJBKO TE€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOpamartbcsi 3a TMOMOUIBIO K B3POCIHBIM — POJUTENH, ONEKYHbl U aJIMHUHUCTpAIUs
CalTOB BCETJla IOMOTYT;

5. Ilpoiiau oOydenue Ha caiite «CeTeBUYOK» U MOJYYH MACTIOPT LUPPOBOro rpaxaaHuHal



IMpuaoxenue Ne2.
NudopmanmonHas naMATKA 151 00yYAOIIUXCS
JJIA pa3MelleHusl Ha 0(pUIHAIbHBIX HHTEPHET-pecypcax

C kaxapIM TOJ0M MOJ0/ie’)ku B IHTepHeTe CTaHOBUTCS OOJIbIIE, a IIKOJIBHUKHU OJHH U3
CaMbIX AaKTUBHBIX Noab30BaTener PyHera. Mexnay TemM, MOMHUMO OTIPOMHOIO KOJIMYECTBA
BO3MOYKHOCTeH, IHTepHET HeceT W mpoOaeMbl. DTa MmaMsITKa J0HKHA TOMOYb TeOe 6e30macHo
HaXOJUThCS B CETH.

Komnviomepnuie eupycoi

KomnbroTepHblii  BUpYC — 3TO  Pa3HOBUAHOCTh KOMIIBIOTEPHBIX IPOrPaMM,
OTJIMYMUTENBHON OCOOEHHOCTBhIO KOTOPOM SIBIISIETCSI CHOCOOHOCTh K pa3MHOXKeHuo. B
JIOTIONIHEHHE K 3TOMY BHPYChl MOTYT MOBPEAUTH WM MOJHOCTBIO YHUUYTOXKUThH BCE (ailiibl u
JIaHHbIE, TOJKOHTPOJIbHBIE MOJIb30BATENI0, OT UMEHH KOTOPOro ObLIa 3amylleHa 3apakeHHas
nporpamma, a Takke MOBPEAUTh WM JaK€ YHHUYTOXKUTH ONEPAIMOHHYIO CUCTEMY CO BCEMHU
¢aiutamu B 1ies10M. B 00IBIINHCTBE clTydaeB pacpoCTPaHAIOTCS BUPYCHI yepe3 M HTepHeT.

MeToibl 3aIMTHI OT BPEAOHOCHBIX IPOTPaMM:

1. Mcnonb3yii cCOBpEMEHHbIE ONEPallMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HbIN YPOBEHb
3aIIMTHI OT BPEAOHOCHBIX MPOIPaMM;

2. IlocTosHHO ycTaHaBnuBail matuu (LMGpPOBBIE 3aMJIATKHA, KOTOpPblE aBTOMATUYECKU
YCTaHABJIMBAIOTCS C LEIbI0 JOPAaOOTKU MPOTPaMMbl) U APyrue OOHOBJIECHHUS CBOEH
omepanmoHHOW cuctembl. (CkauumBaifi UX TOJNBKO C O(QuIMATBEHOTO caiiTa
paspadoturika OC. Ecam cymiecTByeT peXuM aBTOMATHYECKOTO OOHOBJIEHUS,
BKJIFOYH €T0;

3. Paborail Ha cBoeM KOMIIbIOTEpE MO/ MpaBaMu MOJIb30BATENs, a HE aAMUHUCTPATOPA.
OT0 HE MO3BONUT OOJIBUIMHCTBY BPEIOHOCHBIX HPOTPaMM HHCTAJUIMPOBATHCA Ha
TBOEM II€PCOHATIBHOM KOMITBIOTEPE;

4. Vicnonw3yil aHTUBUPYCHbBIE MPOTrpaMMHbIE MPOAYKTHI M3BECTHBIX MPOU3BOAUTENCH,
C aBTOMaTH4YE€CKUM OOHOBJICHHEM 0a3;

5. Orpannub GU3NYECKUI JOCTYN K KOMIIBIOTEPY /ISl TOCTOPOHHUX JIHII,

6. Hcnonb3yil BHENIHME HOCUTENHU UH(DOpMAIMK, TaKue Kak Quielka, TUCK uiu daii
u3 MHTepHEeTa, TOIBKO U3 NPOBEPEHHBIX UICTOUYHHUKOB;

7. He oTkpbIBail KOMIBbIOTEpHBIEC (ailsibl, MOTYYCHHbIE U3 HEHAJEKHBIX HCTOUYHUKOB.
Jlaxxe Te (ailnpl, KOTOpbIE MpHCIal TBOW 3HAKOMBIN. Jlydiie yTouHM y Hero,
OTIIPABJISAJI JIU OH TeOe uX.

Cemu WI-FI
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Wi-Fi — 310 He BUI mepeiayn JaHHBIX, HE TEXHOJOTHS, a BCErO JIUIIb OpPEH], MapKa.
Eme B 1991 roamy Hunepnaniackas komnanusi 3apeructpupoBasia Openn «WECA», dro
ob6o3Hauvano cioBocouetanne « Wireless Fidelity», koTopsiii mepeBouTCs Kak «OecpoBOIHAS
TOYHOCTB.

Jlo Hamero BpeMeHHW aomia apyras abOpeBHarypa, KOTOpas SIBISIETCS TaKOH ke
TexHoyioruei. Oto abbpeBmatypa «Wi-Fi». Takoe Ha3zBaHue OBLIO JaHO C HAaMEKOM Ha
CTaHJApT BBICIIHNI 3ByKOBOH TexHUKHU Hi-Fi, 4T0 B mepeBoie 03HaYaeT «BBICOKAS TOYHOCTHY.

Jla, OecrinaTHbI MHTEPHET-IOCTYI B Kade, OTENsAX U a’pornopTax SBISETCS OTIMYHON
BO3MOKHOCTBIO BbIXoJ1a B MHTepHeT. HO MHOrMe 3KCchepThl CYMTAIOT, YTO OOIIEIOCTYIHbIE
Wi-Fi cetr He sBIsITOTCS O€30TIACHBIMH.

CoBeThI 10 0€30MaCHOCTH MPHU paboTe B 0OIIEIOCTYMHBIX ceTsx Wi-Fi:

1. He mepenamaii cBoro nuuHyto uHpOpMaIuio udepe3 obmienoctynubeie Wi-Fi ceTu.
PaGoras B HUX, KeNaTeabHO HE BBOJUTH MApPOJIM JOCTyMa, JIOTUHBI U KaKUE-TO
HOMeEpa;

2. Hcnonn3yii m OOHOBISH aHTHBUPYCHBIE IPOTpaMMbl U OpaHaMaysp. TeM caMbiM T
oOe3ormnacunib ceds OT 3aKayku BUPyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonb3oBanuu Wi-Fi orkmoun dynkumuo «OO0muit moctyn k daiimam u
npuHTepam». JlaHHas QyHKOUS 3aKpbiTa MO YMOJYAaHHUIO, OJHAKO HEKOTOpHIE
M0JIb30BATEN aKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe Ui yueoe;

4. He ucnonw3yit myonuunbiii Wi-Fi 1y mepenadyu TUYHBIX JaHHBIX, HAIIPUMEp, JJIs
BBIXO/Ia B COLIMAJIbHBIE CETU WX B AJIEKTPOHHYIO TIOUTY;

5. Ucnonb3yit Tonbko 3anuiiennoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aapeca BBOIM UMEHHO «https://»;

6. B moOunpbHOM Tenedone orkmounm pynkuuio «llogkimrouenne k- Wi-Fi
aBTOMaTthuecku». He pomyckail aBTOMaTH4YeCKOro MOAKIKYEHUS YCTPOWCTBA K
cetsim Wi-Fi Ge3 TBoero cornacusi.

COL;uaJleble cemu

ConuanbHble CETH aKTUBHO BXOJST B HAlly U3Hb, MHOTHE JIOAU pabOTAIOT U JKUBYT
TaM MOCTOSIHHO, a B Facebook yxke 3apeructpupoBan MUUIMAP YEJIOBEK, YTO SBISETCS OJAHON
CelbMOM BceX KHUTeJel IaHeTsl. MHOTHE MOJh30BAaTENN HE MOHUMAIOT, YTO MH(OpMaIus,
pa3MeleHHasl UMU B COLIMAJIBHBIX CETSIX, MOXKET OBITh HalJeHa U HUCIOJIb30BaHa KEM YTOJHO,
B TOM 4YHCJIE€ HE 0053aTeNNbHO ¢ OJIarMMU HaMEPEHUSMU.

OCHOBHBIE COBETHI 110 0€30IaCHOCTH B COLIMaJIbHBIX CCTAX!


http://gimn-keg.ru/setevichok.htm

1. Orpannub cnmucok npy3eid. Y TeOs B APY3bsIX HE JODKHO OBITh CIydallHBIX H
HE3HAKOMBIX JIIOCH;

2. 3amminail cBOI YaCTHYIO »kM3Hb. He ykaspiBail maponu, TenedoHsbl, aapeca, aary
TBOETO POXJIEHUS U JPYIYIO0 JIMYHYIO HHPOpMalMiO. 3JI0YMBIIUIEHHUKA MOTYT
UCIOJIb30BaTh Jlake€ MH(OPMALIMIO O TOM, KaK Thl U TBOM POJUTENIN IJIAHUPYETE
IPOBECTU KAHUKYJIBI;

3. 3ammuiaii CBOIO pemyTaluio — JepXKU €€ B YHCTOTE U 3ajaBail cebe BOIpOC: XOTel
Obl Tbl, 4TOOBI JIpyrHe IOJIb30BAaTENN BMJIENM, YTO Thl 3arpyxaeub? Ilogymaii,
IPEKJE YEM YTO-TO ONyOIMKOBATh, HAMCATH U 3arpy3UTh;

4. Ecnu Tbl TOBOPHUILB C JIFOJAbMH, KOTOPBIX HE 3HAECIIb, HE UCIIOJIB3YH CBOE peallbHOE
UM U JIPYTYIO JUYHYI0 MH(QOPMALMIO: MUMs, MECTO KHMTEIbCTBA, MECTO yueObl U
poyee;

5. U36erait pazmemienus portorpaduii B UnTepHere, rae Thl ©1300pa’keH HA MECTHOCTH,
110 KOTOPOM MOKHO OIpPEAEIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpanum B COLMAIBHOM CE€TH HEOOXOAWMO MCIIOJIb30BATh CIIOXKHBIE
[apoJiv, COCTOALIME U3 OYKB U LU(P U C KOJIMIECTBOM 3HAKOB HE MeHee §;

7. Jlnst counanbHOM CETH, MOYTHI U JPYTMX CaiTOB HEOOXOAUMO HCIIOJIb30BAaTh Pa3HbIE
napoiu. Torna eciau Te0st B3IOMAIOT, TO 3JI0YMBIIUIEHHUKH MOJTy4YaT JOCTYH TOJIBKO
K OZTHOMY MECTY, a HE BO BCE Cpasy.

OnekmpoHmubie OeHbeu

DJIeKTPOHHBIE JIGHBI'W — 3TO OYEHBb YIOOHBIN CIOCO0 IIaTeX ek, OJHAKO CYIIECTBYIOT

MOIICHHUKH, KOTOPBIC XOTAT IIOJYYUTh 3TU JCHBI'H.

9J'I€KTp0HHBI€ JCHbI'U ITIOABUINCH COBCEM HE€AABHO M MMCHHO H3-3a 3TOI'O BO MHOTHX

rocyaapCTrBax A0 CHUX IIOP HEC IMPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccun xe oHM (GYHKIMOHHPYIOT M O HHMX YX€ MPOMHUCAHO B 3aKOHE, TAe X
pa3lensioT Ha HECKOJbKO BHUJOB — AHOHUMHBIE M HE aHOHMMHbIE. PasHuna B TOM, 4TO
aHOHUMHBIE — 3TO T€, B KOTOPBIX Pa3pelIaeTcs MpOBOIUTH ONEpanuu 0e3 HIACHTH(PHUKAIIH

II0JIB30BAaTCIIsl, @ B HC aHOHUMHBIX I/II[CHTI/I(I)I/IKaHI/II/I [10JIb30BaTENIs ABJISECTCS 0053aTEIHLHOM.

Takxe ciaemyeT pa3auyarh 3JIEKTPOHHbIE (pUATHBIE JEHbIU (PaBHBI TOCYIAPCTBEHHBIM

BaJIOTaM) M JIEKTPOHHBIC HE(PHATHBIEC JCHBIU (HE PaBHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 110 0€30IMacHOM pa60Te C OJICKTPOHHBIMU JCHbBI'aAMMU:
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1. TlpuBsku K cueTy MOOWIBHBIN TenedoH. DTo caMblil yIOOHBIN U OBICTPBIA CrIOCOO
BOCCTAaHOBUTbH JOCTYN K cuery. IIpuBsSi3aHHbBIN TenepoH MOMOXKET, €CIH 3a0yIenib
CBOM IUIATEKHBIN NTApOJIb WM 3alEIIb Ha CAUT C HE3HAKOMOTI'O YCTPOMCTBA;

2. Hcnonw3yit onHopa3zoBble nmaposu. Ilocie mepexona Ha yCHICHHYIO aBTOPH3ALUIO
Tebe yxe He OyAeT yrpokaTb OMACHOCTh KpakM MJIM IepexBaTa IUIaTeKHOTO
1apoJIs;

3. Boibepu cnoxublii mapons. [IpectynHukam OyneT He NMPOCTO yrajaThb CIIOXKHBIH
naposs. HagexxHple naponu — 3T0 napoju, KOTOPbIE COAEpKaT HE MEHee 8 3HAKOB U
BKJIIOYAIOT B CE0sl CTPOUYHBIE U MPOMUCHBIE OYKBbI, HU(PBI U HECKOJIBKO CUMBOJIOB,
TakMe KaK 3HaK joiuiapa, (yHTa, BOCKIMLIATENbHbIM 3HaK W T.n. Hampumep,
$tRONg!;;

4. He BBOIUM CBOU JIMYHBIE JaHHbIE HA CaiiTax, KOTOPHIM HE JIOBEpSCIIb.

3]Z€Kmp0HHa}Z nouma

DJIEKTPOHHAs MOYTa — 3TO TEXHOJIOTUS U MPEIAOCTABISEMbIE €10 YCIYTH IO MEePEChUIKE
Y TOJYYEHUIO AJIEKTPOHHBIX COOOIICHHI, KOTOPhIE PACIPEACIISIIOTCS B KOMIBIOTEPHON CETH.
OObBIYHO 3JIEKTPOHHBIIN HOYTOBBIN SITITUK BBITJISIITUAT CIIEIYIOLIAM o0OpazoM:
UMs_TI0JIh30BaTEIII(@UMS_JToOMeHa. Takke Kpome Tepenadd IPOCTOr0 TEKCTa, HMEeTCs

BO3MOXHOCTB TIepeiaBaTh (Paiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM paboTe C AIEKTPOHHON MOYTOM:

1. Hago BbIOpaTh mpaBHIIbHBIN MOYTOBBINM cepBuc. B HHTepHeTe ecTh OTrpoMHBIN
BBIOOp OecraaTHBIX MOYTOBBIX CEPBUCOB, OJIHAKO JyYIlle JOBEPSATH TEM, KOTO
3HACIIb U KTO NEPBBII B PEUTHHTE;

2. He yxa3piBail B 1MuHOM mourte JauuHyro uHpopmanuo. Hampumep, iaydiie BoIOpaTh
«MY3bIKaNbHBIN _(hanat@» nnn «pok2013» BmecTo «temal3y;

3. Ucnonp3yil HABYXATAamHYI0 aBTOPU3ANUIO. JTO KOTJA TMOMHMO IapoJisi HYXHO
BBOJIUTH KO/JI, MPUCHLIaEMbI 10 SMS;

4. BpiOepu CIOXHBIA mapoib. |JIs KakJ0ro MOYTOBOTO SIITUKA JOJKEH OBITh CBOM
HAJICXKHBIM, YCTOMYMBBIN K B3JIOMY 1apOJIb;

5. Ecnu ecTh BO3MOXXHOCTh HAalKUCaTh CAMOMY CBOM JIMUHBIA BOMPOC, UCHOJB3YH ATy
BO3MOYHOCTb;

6. Vcnonb3yil HECKOJBKO TOYTOBBIX SIIUKOB. [lepBbIi I 4acTHOW MEPENHCKU C
ajgpecataMu, KOTOPBIM Thl JOBEpsiellb. IJTO DJIEKTPOHHBIA aJpec HE HaJlo
UCIIOJIb30BATh MPHU PETUCTpaliui Ha GopyMax U caiTax;

7. He otkpsiBail (aiiibpl U Apyrue BIOXKEHHUS B MUChbMaXxX Ja)ke €CiId OHHM MPUILIN OT
TBOUX Jpy3eil. Jlyulne yTouHu y HUX, OTIPABIISUIN JIU OHU TeOe 3Tu (ailibl;

8. Ilocne oxoH4aHwsi pabOTHI HA MOYTOBOM CEPBHUCE IEpei 3aKPBITHEM BKIAJIKH C

caiiToM He 3a0yAb HaxaTh Ha «BBIATHY.
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Kubepbynnune unu supmyanvrnoe uzoeeamenbcmeo

KuGepOymnmuur — mpecienoBaHue COOOUICHUSIMHU, COJAEPXAIIUMH  OCKOpPOJICHHUS,

arpecCuio, 3alryruBaHue; XyJIuranCTBO, COONAJIbHOC 60ﬁKOTHp0BaHHC C IMMOMOIIIBIO PA3JIMYHBIX

HHTCPHCT-CCPBUCOB.

OcHOBHBIE COBETHI IO 60pPHOE ¢ KHOEPOYITHHTOM:

1.

He Opocaiicst B 60#. JIyumuii cnoco0: MOCOBETOBATHCS Kak ceOsl BECTU U €CIU HET
TOTO, K KOMY MOXHO OOpaTUThCS, TO BHAYalle YCHOKOUThCA. EcCiM Thl HayHElNIb
OTBeYaTh OCKOPOJEHHUSMU Ha OCKOpPOJICHHS, TO TOJBKO eIlle OoJbllie pa3oxiKellb
KOH(JIHKT;

VYnpasindii cBoeil kubeppenyTanmei;

AHOHUMHOCTh B ceTu MHHMMas. CylIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 3a
AHOHUMHBIM aKKayHTOM;

He crout Bectu Xyiuranckuii o6pa3 BupTyaidbHOW x)u3HU. MHTEepHET (pukcupyet
BCE TBOU JICUCTBUS U COXPAHACT UX. Y JAIUTh UX OyAET KpailHe 3aTpyAHUTEIHHO;
Coburonait cBOM BUPTYaIbHYIO YECTh CMOJIOAY;

Urnopupyit eauHuunbiii HeratuB. OIHOpa30BbIE OCKOPOUTEIbHBIE COOOIICHUS
Jy4iie urHopupoBath. OOBIUHO arpeccus MpeKpamiaeTcsl Ha Ha4yalbHOU CTaIHH,

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSMH, B
COLIMANIBHBIX CETAX €CTh BO3MOYKHOCTbh OJIOKHPOBKM OTHPAaBKU COOOUIEHUH C
ONpEIETICHHBIX aJIPECOB;

Eciu T1b1 cBugerens kubepOymummnra. TBow [neWCTBUSA: BBICTYNHUTH IPOTHB
npeciefoBarens, MoKa3aTh €My, YTO €ro JCHCTBUS OLIEHMBAIOTCS HETaTHUBHO,
NOJJIEPKaTh JKEPTBY, KOTOPOM HY)KHa IICHUXOJIOTMYECKasl MOMOIb, COOOUIUTh
B3POCJIBIM O (DaKTe arpecCCUBHOTO MOBE/ICHUS B CETH.

Mobunvubiii menegon

CoBpemeHHble CcMapT(hOHBI W TUIAHIIETHI COJEpKaT B cebe BIOJHE B3POCIBIN

(GyHKIMOHAN, W TENepb OHM MOTYT KOHKYPHUPOBAaTh CO CTAIlHOHAPHBIMH KOMIIBIOTEpaMHU.

OpmHako CpeACTB 3aIUTHI ISl MOJJOOHBIX YCTPOUCTB MOKa OUYEHb Majlo. TeCTUPOBaHUE U MTOUCK

y5[3BI/IMOCT€I‘/JI B HUX IMPOHUCXOJUT HC TaK MHTCHCUBHO, KaK JJIA HK, TO K€ CaMO€ Kacac€TCia u

MOOMJIBHBIX TPUIIOKEHUH.

COBpeMeHHBIe MOOHMIIbHBIE 6pay3ep1>1 YK IMPAKTUYICCKH JOTHAJIW HACTOJIBHBIC aHAJIOT'H,

OJIHAKO pacuIMpeHue (QyHKIMOHajga BieYeT 3a cO0O0il OOJIbLIYIO CIOKHOCTh M MEHBIIYIO

3aIUIIEHHOCTbD.
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I[aJ'ICKO HC BCC MPOU3BOJUTCIIN BBITYCKAIOT 06HOBJICHI/I$I, 3aKPbIBAOIINEC KPUTUICCKHUC

YSA3BUMOCTH JUISl CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI /I 0€30IMaCHOCTH MOOMJILHOTO TeedoHa:

1. Huuero He sBisieTCs MO-HACTOsAIIEMYy OecruiaTHBIM. bynb ocTopoxkeH, Beb KOrna
Tebe mpenyararoT OeCIUIaTHBIA KOHTEHT, B HEM MOTYT OBbITh CKpPBITBI KaKHE-TO
MJIaTHBIC YCIYTH;

2. Jlymaii, mpexje 4yeM oTrpaButb SMS, ¢poTo wim Buaeo. Thl TOUHO 3HACIID, T/I€ OHU
OyAyT B KOHEYHOM UTOTE?

3. HeoOxoammo 0OHOBISTH OMEPAITMOHHYIO CHCTEMY TBOETO cMapT(hoHa;

4. Vcmonp3yit aHTUBHPYCHBIE IPOTPAMMBI JIJII MOOMIIBHBIX TeIE(OHOB;

5. He 3arpyxkail TpWIOKEHHS OT HEHU3BECTHOTO HMCTOYHHKA, BEIb OHH MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAMMHOE 00ECIICUEHNE;

6. Ilocie Toro kaxk Thl BBIAJEIIH C CaiiTa, T/IC BBOAMWI JIMIHYIO HWH(DOpMAIUIO, 3aiiau B
HACTPOWKHU Opay3epa u yJaanu cookies;

7. lTlepwoguueckw TpoOBepsd, KakWe IUIaTHBIE YCIYyTd AaKTHBHPOBAaHBI Ha TBOEM
HOMEDE;

8. JlaBaii cBOii HOMEp MOOWIBHOTO Tene(oHa TOJIBKO JIFOISIM, KOTOPHIX ThI 3HACHIH U
KOMY JIOBEPSICIIIb;

9. Bluetooth momken OBITH BBIKIIOYEH, KOTJa Thl MM HE TOJb3yembcsa. He 3a0biBaii
WHOT/Ia IPOBEPSTH ITO.

Online uepwi

CoBpeMEHHBIE OHJIAMH-UTPBl — OJTO KpacO4YHbIC, 3aXBATHIBAIOIME PAa3BIICUCHUS,
O0OBEANHSIONINE COTHH ThICSY YEJIOBEK M0 BceMy MHUPY. Urpoku UCClenyroT JaHHBIM UM MHUp,
00IIat0TCs APYT € APYTrOM, BBIOIHSIOT 33aHUs, CPAXKAIOTCS C MOHCTPAMH U MOJIY4alOT OIBIT.
3a yIOBOJBCTBHE OHU IUIATST: MOKYMAIOT TUCK, OTUIAYMBAIOT aOOHEMEHT WM MPHOOpPETaroT
KAaKHe-TO OIILIHH.

Bce 3t cpeactBa HMIyT Ha INOAACPKAHME W Pa3BUTUE HWIPBL, a TAKXKE Ha camy
0€30IacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBl aBTOPH3AIMH, BBITYCKAIOTCS HOBBIE IaT4H
(urdpoBbIe 3aIIaTKHU AJI IPOrPaMM), 3aKPhIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIMacaTbCsa HE CTOJBKO CBOHUX COIICPHUKOB, CKOJIBKO KpaKu

TBOCTO MapoOJisdd, HAa KOTOPOM OCHOBAHA CUCTEMA aBTOPpHU3alIUU OOJBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOEI'O UTPOBOT'0 AKKAYHTA!
1. Ecnu npyroii wWrpok BemeT ce0s IMIOXO0 WM co3daeT TeOe HEempusTHOCTH,
3a0JIOKUPYH €T0 B CITUCKE UTPOKOB;
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No ok ow

[loxanylica agMUHHACTPATOpPaM HWIPBI Ha IUIOXO€ IIOBEIACHUE 3TOI0 HIPOKa,
JKEJIATENbHO MPUII0KUTH KAKHUE-TO T0KA3aTEIbCTBA B BUAEC CKPUHOB;

He yka3biBait mruunyro uHbopMaImio B mpodaiiie urpsi;

YBaxkal Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeopuuuanbHble TaTYU U MOJIBI;

Hcrons3yi CI0KHBIE U Pa3HbIE IApOJIN;

Jlaxe BO Bpemsi UIpbl HE CTOMT OTKJIIOYaTh aHTUBHpYC. [loka Thl urpaeub, TBOI
KOMITBIOTEP MOTYT 3apa3uTh.

Duwune unu Kpaoica Tu4Hblx OAHHbBIX

OObBIUHOM Kpa>1<e171 JACHCI U IOOKYMCHTOB CCTOAHSA YXKC HHMKOI'O HC YIHWBHIIL, HO C

pasBUTUCM I/IHTepHeT-TCXHOHOFI/Iﬁ 3JIOYMBIIIUICHHUKA TICPEMECTHUIINCE B I/IHTepHeT, u

MMpoaO0JIKAIOT 3aHUMATBLCS «TIOOMIMBIMY JCJIOM.

Tak nmosiBUnachr HOBas yrpo3a: HHTCPHCT-MOIICHHUYCCTBA HUIINU (1)I/II_HI/IH1“, I’1aBHas 1L CJIb

KOTOPOTO COCTOUT B MOJTYYCHHUH KOH(I)I/II[CHI_[I/IEUIBHBIX JaHHBIX MMOJIB30BaTeNIC — JIOTMHOB M

napoJeil. Ha anrnuiickoM si3eike phishing unraercst kak ¢pummnr (ot fishing — peiOHas noBs,
password — mapoJin).

OcHoOBHBIE COBETHI 110 6OPHOE ¢ HUITMHTOM:

1.

Cnenu 3a cBoMM akkayHTOM. Ecnu Thl mojo3peBaelib, 4TO TBOS aHKeTa Oblia
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBATh €€ M COOOIIMTHh aJIMHUHHUCTpATOpam
pecypca 00 3TOM Kak MOKHO CKOpPEe;

Hcnonb3yii Oe3omacHble BeO-cailiThl, B TOM YHUCJIE€ HWHTEPHET-Mara3uHoB U
MOMCKOBBIX CHCTEM;

Hcrnonb3yii cloXHbIE U pa3HbIe Mapoiau. Takum o0pa3om, eciiu Tedsi B3IIOMAIOT, TO
37IOYMBIIIEHHUKH TOJTyYaT JOCTYN TOJBKO K OJHOMY TBOEMY NMPO(HIIO B CETH, a
HE KO BCEM;

Eciu 1ebs B3710Manu, TO HEOOXOAMMO MPEAyNpPEAUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBIE J00aBJIEHBI y T€Os B PY3bsAX, O TOM, UTO T€OS B3JIIOMAJU U, BO3MOXKHO, OT
TBOETO UMEHU OYyZIeT pacChlIaThCs CIIaM M CChUIKU Ha (DHIIUHTOBBIEC CANTHI;
VYcranoBu HaznexHsblit napoib (PIN) Ha MoOUbHBIN TenedoH;

OTKIII0YM COXpaHEHHE MapoJisi B Opaysepe;

He otkpeiBaii ¢aiinel 1 Apyrue BIOKEHUS B MUCbMAax Ja)Ke €CIM OHU MPUIIUIA OT

TBOMX Jpy3eil. JIydie yTouHu y HUX, OTHPABIISUIA JIH OHHU TeOe 3TH (Paitibl.

Lugposas penymayus
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[{udposas penmyranus — 5TO HETaTUBHAS WM MO3UTHBHAsI HHPOpPMAIHs B ceTH O Tebe.
Komnpomerupyromas nadopmarnusi, pazmeriennas B IHTepHeTe, MOXKET Cephe3HBIM 00pa3oM
OTpPa3UThCS Ha TBOCH peanbHOM ku3Hu. «L{udpoas pemyranus» — 3T0 TBOM UMUK, KOTOPBIN
dhopmupyetcs u3 uadpopmanuu o Tede B IHTepHere.

TBoe MeCcTO JKHUTENIbCTBA, Yy4eObl, TBO€ (MHAHCOBOE TMOJOXKEHUE, OCOOCHHOCTU
XapakTepa ¥ pacckasbl 0 OJU3KUX — BCE 3TO HAKAILJIUBACTCS B CETH.

MHorue moapOCTKH JETKOMBICIICHHO OTHOCATCS K MyOJUKAIMK JTHIHOW HHPOPMAITUHU B
WNuTepHeTe, He MOHUMAsT BO3MOYKHBIX ITOCJICICTBAN. ThI Tayke HE CMOXKEIIb TOTAIAThCS O TOM,
qyro Qororpadus, pasMelIeHHas S5 JeT Hazaj, craja NMPUYMHOW OTKa3a NpPUHATH TeOs Ha
pabory.

KomMmenTapuu, pasmemienue TBoux ¢oTorpaduii u Apyrue JeHWCTBUS MOTYT HE
UCYE3HYTh JaKe€ IOCIEe TOro, Kak Thl MX YJaJIHUIIb. Thl HE 3Haellb, KTO COXPAaHWI 3Ty
uH(pOpMaIMIo, Iorajia JI1 OHA B MOMCKOBBIE CUCTEMbI U COXPAHWJIACh JIU OHA, a IJIABHOE: YTO
MOAYMAIOT O Te0e OKpY’)Karollee JIt0AU, KOTOpPhIe HaWIyT U YBUAAT 3T0. Haittu undopmaiuio
MHOTO JIET CIIYCTSI CMOXET JH00W — Kak M3 J0OpBIX MOOYKIEHUH, TaK U C HaMEpEeHHUEM
IPUYUHUTD Bpea. ITO MOXKET ObITh KTO YI'OJHO.

OcHOBHBIE COBETHI 10 3aLIUTE HU(PPOBOI penyTaluu:

1. Tlomymaii, mpexje 4yeM 4YTO-TO IMyOJMKOBaTh W INepefaBaTh y ce0s B Oyore wiu B
COILIMAJILHOM CETH;

2. B Hactpoiikax mpoduis yCTaHOBH OTPaHUYECHHsI HAa TPOCMOTP TBOETo mpoduis u
ero COICPIKUMOTO, CCNAl €Tr0 TOIBKO «IUIS APY3Ei»;

3. He pa3memiait u He yka3piBail HH()OpPMAIIHIO, KOTOpast MOXKET KOro-JIu00 0CKOPOIAThH
WA OOVIKATh.

Aemopckoe npago

CoBpeMeHHBIE IIKOJBHUKA — AaKTHBHBIE MOJB30BaTeNM LU(POBOrO IMPOCTPAHCTBA.
OnHako Janeko He BCe 3HAIOT, YTO MOJIb30BAHNE MHOTUMHU BO3MOKHOCTSMHU IU(POBOTO MHUpa
TpeOyeT coOIIt0IeHNs NTPaB HAa UHTEIJIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMHH «WHTEUIEKTyaldbHasi COOCTBEHHOCTH» OTHOCHUTCS K PA3JIMYHBIM TBOPECHHSIM
YeJIOBEYECKOTO yMa, HauyuHas C HOBBIX H300pETEHWH W 3HAKOB, O0O3HAYAIOIINX
COOCTBEHHOCTh Ha TMPOJAYKTBI W YCIAyrd, M 3aKaHyuBas KHUTamMu, Qororpadusmu,
KUHOGUIBMAMHU U MY3bIKaJIbHBIMH POU3BEICHUSMU.
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ABTOpCKME TMpaBa — O3TO IIpaBa Ha HHTEIUJIEKTYaJbHYI0O COOCTBEHHOCTh Ha
MIPOU3BEICHUS HAyKH, JIUTEPATYPhl U UCKYCCTBA. ABTOPCKUE IMpaBa BBICTYIMAIOT B KaueCTBE
rapaHTUU TOTO, YTO MHTEIIEKTYaIbHBIN/TBOPUECKUN TPy aBTOpa He OYJET HAlpacHbIM, J1acT
€My CIIpaBe/UIMBbIE BO3MOXXHOCTHU 3apalbO0TaTh Ha pe3ylbTaTax CBOETO TpPyAd, IMOIYYUTh
W3BECTHOCTh M mpu3HaHue. Hukto 6e3 paspelieHus aBTOpa HE MOMKET BOCIPOU3BOJUTH €r0
MIPOU3BEICHHUE, PACIIPOCTPAHATH, MyOJUYHO JAEMOHCTPUPOBATH, MPOAABATH, UMIIOPTUPOBATH,
mycKaTh B MPOKAT, MyOIMYHO UCIIONHSTH, MOKAa3bIBATH/UCIIOIHATH B 2QUpe WIK pa3MenaTh B
HnrepHere.

Hcnonp30BaHuE «IHPATCKOIO» IMPOTPAMMHOIO OOECIEUEHUsT MOKET IPUBECTH K
MHOTHM PHUCKaM: OT MOTEpHU JaHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOEI'O YCTPOMCTBA,
IJle YyCTaHOBJIGHA HeJeranbHas nporpamMMa. He cTouT Takxke 3a0bIBaTh, 4YTO CYILIECTBYET

JierayibHbIe U OECIIIaTHBIE TPOrPAMMBbI, KOTOPBIE MOKHO HalTH B CETH.
O nopmane

CereBHYOK.p) — TBOM TIJIABHBIM COBETYMK B CETU. 3JE€Ch Thl MOXKEIIb y3HATH O
0€30MacHOCTH B CETH MOHSTHBIM U JOCTYITHBIM SI3BIKOM, a TIPY BOSHUKHOBEHUU KPUTHUUECKOU
CUTYallud OOpaTUTHCA 32 COBETOM. A TaKke MPHUHITh y4acTHE B KOHKYpCax U CTaTh CaMbIM
M (POBBIM IPAKTAHUHOM !
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